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TEXHUYECKOE 3AJAHUE

Ha OKa3aHWe yCIIyT I10 MOBBILLIEHUIO YPOBHS 3allUILIEHHOCTU TeXHUYeCKUX U POrpaMMHBIX CPe/ICTB
B 4aCTH MH(PACTPYKTYPHBIX CEPBUCOB U MHPOPMALMOHHBIX CUCTEM
ITAO «Poccetu Llentp u IIpuBoskbe»



TepMI/IHbl, orpeae/eHus U COKpallieHus

DNS

(Domain Name Service) pacripeiesieHHasi, iepapXUyeckKyd OpraHl30BaHHasi
MaciItabupyemasi CucTeMa XpaHeHHs1 1 00pabOTKM ceTeBoi
naeHTU(hUKaIMOHHOW nH(OopMalyH, (yHKLIMOHUPYIOIIasi Ha IPUK/IaJHOM
ypoBHe (Application Layer) cteka TCP/IP u mogenu OSI

HTTP

(Hypertext Transfer Protocol) ceTeBoii mpoTOKO/ MPUK/IAJHOTO YPOBHS
creka TCP/IP, hyHKIMOHUPYIOIINH 10 6eCcCTaTyCHOM MOJIeN «K/THEHT-
cepBep» U TIpeIHa3HaueHHbIH /1JIs1 pacIipe/ie/ieHHOM, COBMECTHOM paboThI C
rurepMeIMMHBIMU UHPOPMAIIMOHHBIMU CHCTEMaMU

HTTPS

(Hyper Text Transfer Protocol Secure) 3auuineHHass MOAUGUKALVS
NpOTOKOMa mpukiagaHoro ypoBHs HTTP, mnpencrasnstoiias coboid
TeXHOJIOTMYeCKUM CTeK, B KOTOPOM TPaHCIIOPTHBIM CUHTAKCHUC U CeMaHTHKa
coobuwernii HTTP wWHKarncynupyrOTCs BHYTPh KpPHUMTOrpaduueCcKoro
npotokosia TLS (umm wucropuuecku SSL) ans obecrieueHUs CKBO3HOM
0e30MacHOCTH Tiepe/jaBaeMbIX JAHHBIX

IP

(Internet Protocol) mapuipyTH3upyeMblii CeTeBOM TMPOTOKOJ MPUKJIaJHOU
HEe3aBUCHMOCTH, OTHOCSILMINCS K CeTeBOMY YPOBHIO U COCTaBJISIOLLUMI
(dyHZaMeHTa/bHYI0 OCHOBY MEXXCeTeBOro B3aWMOJEMCTBUS B CTeke
ripotokosioB TCP/IP

LDAP

(Lightweight Directory Access Protocol) ceTeBoii pOTOKOJ TIPUK/IAHOTO
ypoBHs (Application Layer) creka TCP/IP, dbyHKIMOHUpYIOLUI TT0 MOZeU
«KJIMeHT-CepBep» M NpeHa3HauyeHHbIM [/ LIeHTPaIu30BaHHOIO TOMCKa,
V3B/ieUeHUs, ayTeHTUPUKAlMd U yIpaBieHHss CTPYKTYPUPOBAHHOU
uHpopmalyeit 06 00beKTax U pecypcax B CrelMain3upOBaHHBIX CTy»K0ax
KaTaJsioroB

REC

(Request for Comments) oc¢wuiuanpHas, CepuiiHO MPOHYMepOBaHHas U
HeusMeHsieMass ny6iMkanuss B ¢dopMe TeXHMUeCKOro JIOKYMeHTa,
cozepkajast  criequdyKany, CTAHAAPTBHL, TPOTOKOJBI, OTYeThl 00
UCC/IeIOBAaHUSAX M MeTOJu4YeCcKHe peKOMeHJAllMHd, Ha OCHOBe KOTOPbIX
obecrieunBaeTCsi apXWUTEKTypHas ¥ TEXHOJOTMYecKas COBMeCTHUMOCTb
KOMITOHEHTOB I7100a/1bHOM ceTy VIHTepHeT

SMTP

(Simple Mail Transfer Protocol) ceTeBoil mpOTOKO/ MPUK/IaZHOTO YPOBHS
cteka TCP/IP, (yHKUMOHUDYIOIMIM TI0 MOJe/NU «K/IWeHT-cepBep» |
npeZiHa3HaueHHbI /i1 HaflekHOM W 3(Q@eKTHBHOM  mnepejauw,
MapIIpyTH3ald W PeTPaHC/ISLMUA COOOIIeHUI 3/71eKTPOHHOW IOYTHI B
ACHHXPOHHBIX pacrpe/ie/ieHHbIX CeTsIX CBS3U

TCP

(Transmission Control Protocol) gymniekcHbIM, OpueHTUPOBaHHbIN Ha
CoeZIMHEeHWEe TPAHCIIOPTHBIM MPOTOKOJI, 00eCITIeUMBAKOIIUI
rapaHTHPOBaHHYIO, TIOC/IeZI0BaTe/IbHYIO U 0€30IIMO0YHYI0 JOCTABKY
CTPYKTYPHUPOBaHHBIX TOTOKOB OAaNTOB MeXKy MpolieccaMyi Ha KOHEUHBIX
y371aX CeTH

TCP/IP

ceTeBasi MO/ieJib Tiepe/lauM JJaHHbBIX, Pe/ICTaB/IeHHBIX B LIU(PPOBOM BU/E.
Moenb OnMchIBaeT Crocob repeiauu JaHHBIX OT UCTOUYHHKA WH(MOPMAaI[UH
K 10JTyYaTesIto.

TLS

(Transport Layer Security Protocol) kpurnrorpaduyeckuii IpOTOKOJ 0011ero
Ha3HauyeHus1, PyHKIIMOHUPYIOLL[MI Ha CThIKe TPAHCIIOPTHOTO Y MPUK/IaHOTO
ypoBHeli (Mopens TCP/IP), KoTopbli mpegHa3HaueH [jisi obecrieueHUs
KOH(UeHI[Ma/IbHOCTH, L[eJIOCTHOCTH U ayTeHTU(UKALMK JJaHHBIX TPU UX
TPaH3UTe B paclipe/ie/IeHHbIX KOMITbIOTEPHBIX CeTSIX

UDP

(User Datagram Protocol) MHUHHUMaJUCTAYHBIA CETEBOM  ITPOTOKOI
TPAHCTIIOPTHOTO YPOBHs, TIPeIHA3HAUEHHbIN /7Sl TepeJjaudl JaHHbIX B BUjIE
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HEe3aBUCUMBIX TAKeTOB (aTarpaMm) 0e3 rpeBapUTe/IbHOTO YCTaHOBIEHHS
JIOTUUECKOTO Coe/iuHeHUsT W 0e3 obecrieueHWss MeXaHW3MOB KOHTPOJISI
JIOCTaBKHU.

(Uniform Resource Locator) cTaHjapTU3uUpOBaHHasi CUMBOJIbHAsE CTPOKa,
BBIMOJTHSIIOIIAs QYHKLIMIO YHUPULIMPOBAHHOTO CeTeBOro UjeHTU(dUKaTopa,
KOTOpasi He TOJIbKO YHUKa/lbHO MMeHyeT KOHKPeTHbIM MH(OPMAaL[MOHHbIH

URL pecypc B MPOCTpaHCTBe uMeH VIHTepHeTa, HO M OJHO3HAYHO OIpejie/isieT ero
MeCTOHaxOKJeHue, NpeJOCTaB/IsAs TIePBUYHBIM MeXaHHU3M J0CTyma K HeMy
MOCpPe/ICTBOM SIBHOTO YKa3aHMsl NPOTOKOJ/1a B3aUMO/IeHCTBUSI.
(Virtual Local Area Network) soruueckass TOMOJOTUSI — CeTH,
CKOH(UWI'ypUpOBaHHasi Ha KaHaJlbHOM YpoBHe Mogeaun OSI noBepx

VLAN ¢u3rueckoil HHGPACTPYKTYPbl KOMMYTaLMH, 00eCIieunBaroLast paszeeHue
e[MHOr0 IIMPOKOBeLaTe/JIbHOIO0 JOMeHa Ha MHOKeCTBO H30/IMPOBaHHbIX
CEerMeHTOB

I'oCT locyapcTBeHHBIM CTaHAAPT

1B WudopmaionHast 6e30macHOCTb

NC MHudopmalimoHHasi cucTeMa, BK/IFOUeHHasl B paMKU OKa3aHUsl YCIIyTH

124 WHdopMalMoHHbIe TEXHOIOTUU

JIBC JIokasibHas BbIUMC/IUTe/IbHAs CeTh
AbcTpaKTHasi cCeMHypOBHeBasi KOHLIeITyasbHasl M apXUTeKTypHasi CXeMa,

Mogesns OSI CTaHJAPTU3UPYIOLLast MPOLIeCChl CeTEBOr0 B3aUMOJEUCTBUS U Mepejaun
Jl@HHBIX B reTepOreHHbIX BBIUMC/IUTE/IbHBIX CUCTeMax

OoP1 OpraHu3alMOHHO-PaCOPSIUTE/TbHBIN I0KYMEHT

IMAK ITporpaMMHO-anmnapaTHbIN KOMIIJIEKC

[10 [TporpammHOe obecrieueHue

IToBepXHOCTh aTaku

OO0i111ee KOMMUECTBO BO3MOXKHBIX YSI3BUMBIX MECT

[ITP

I11aH poM3BOZCTBA paboT

CK

Cny>x0a KaTajioros

Crek TCP/IP

CTaHZAPTU3UPOBAHHAsI HepapXuuecKasi COBOKYITHOCTh CETeBBIX
TIPOTOKOJIOB pa3/IMUHBIX yPOBHEH, o0ecreunBaroijasi CKBO3HOe
Me)KCeTeBOe B3auMO/IeCTBIe, aZipecaliyio, MapIIpyTHU3al|io0 U
rapaHTHPOBaHHYIO JOCTABKY JIAHHBIX B FeTepOreHHbIX
JlelIeHTPa/IM30BaHHbIX KOMITBIOTEPHBIX CeTSIX

OCTOK Poccun

denepanbHasi cy)kba 10 TEXHUUECKOMY U 3KCTIOPTHOMY KOHTPOJTHO
Poccutickoit @enepaliuu

4T3

YacTHoe TexHHUeCKOe 3d/laHHe

1. OO6mme cBeeHus 00 Ycayrax

3aka3uvk — [TAO «Poccetu LleHnTp u [1prBO/IKBE»

MecTa oKa3aHusi yCIyT:

Bnagumupssepro r. Bnagumup, yn. b. Hwkeropogckas, 4.106

WBsHepro r. IBaHOBO, yn. KpyTuiikas, a. 8/2

Kanyrasuepro Kanyra, yn. KpacHas ['opa, a. 9/12

KuposHepro r. Kupog, yn. Cnacckas, a. 51

MapusHepro Pecny6mvika Mapuii O, . Momkap-Ona, yn. ITandunosa, 7. 39a
HwxHOB3HEpro r. Hwkuuii HoBropog, yn. PoxxzaectBeHcKas, 4. 33

PsizaHb3HEpro r. Pa3anb yn. Morag, a. 12

Tynsnepro r. Tyna, yn. Tumupsisesa, a. 101a

YnMypT3Hepro Ynmyprckasi Pecriybnuka, T. VbkeBck, yi. CoBetckas, 1. 30
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VicnionHuTe /b — FOpUUUeCKOe U0, BEIOpaHHOe 3aKa3uMKOM Ha KOHKYPCHOM OCHOBe Jjist

OKa3aHusl YCIyT.

2. Ilenu oka3zaHus Yciayr
Llenbto OKa3aHWe YC/Iyr SIBASIeTCS TOBBbILIEHHWE YPOBHS 3alllMIeHHOCTH TEeXHUYeCKUX U
MPOrPaMMHBIX CPEJCTB MyTeM OINTHMHK3alMKd KOH(Urypaluii Kak Ha OTKPHITOM YPOBHE, TaK U Ha
yYPOBHe HeJJOKyMeHTUPOBaHHbIX KOH(MUTypalMOHHbIX Bo3MoykHOCTel 10 u YIC, 3a cueT yMeHblIeHus
MOBEPXHOCTH aTakKd B 4YacTU HH(QPACTPYKTYPHBIX CEPBUCOB W HH(OPMAaLMOHHBIX cucteM [TAO

«Poccetu LlenTp u IIpuBO/IDKBE», BXOAALMX B IPAHULIBI YCIIYT.

3. 3ajaum okasaHMA YCIyr

3ajlayamMy OKasaHusl YCIIyT SIBJISIFOTCSL:

- ipoBezieHne obcienoBanus MT- u MB-aktrBoB, apxutektypbl VIC, BKIIOUEHHBIX B PaMKH
oka3zanusi ycinyru (manee — MC) u moarotoBka otdeta 06 obcnenoBanuu VIC M JOPOXKHOM KapThl
VI3MeHEeHUM.

- pa3paboTKa YaCTHBIX TeXHUUECKUX 3a/aHuii (manee — UT3) v miaHOB MpoOU3BOACTBa pabot
(manee — TITIP) mo pe3ynbraTam IpeABapUTe/IbLHOTO o0OcienoBaHusi MIC M B COOTBETCTBHUH CO
C/IeYIOLMMY HOPMAaTHWBHBIMM MCTOYHMKAMUA Y METOAMYECKUMM [JOKYMEHTaMU II0 ONTHUMM3alLuu
koH¢wurypauuii C:

- Metoguueckuii JokyMeHT ®PCTOK Poccum 'Mepbl 3amrtbl  MH(pOpMaLuyd B
roCy/lapCTBeHHbIX MH(OPMAaLMOHHBIX CUCTEMaX ;

- mpukaz ®CTOK Poccuu N239 'O6 ytBepkaeHuu TpeGoBaHMii 10 00ecrieueHHIO
Ge3oracHocTu 3HaunMbIx 00BekToB KUU'. Tlpumensiercs k VC, oTHeCceHHbIM K
3HauMMbIM  00beKTaM KpUTHUeCKoW HWH(GOPMALIMOHHOW WH(PACTPyKTypel U
TIPUPaBHEHHBIX K HUM;

- pekomenzgatmu CIS Benchmarks s cootBercTBytOMIero kaacca OC U MPUK/IaZHOTO
1O, BXOAAIMX B paMKU YCJIYT;

- PYKOBOJCTBa U pekoMeHjauuu npoussogutesiei [10, (pyHKLMOHUPYIOLLEr0 B pamMKax
Kaxoi VC, B uacTy KOH(UTypaIjMOHHBIX I1apaMeTpoB 6e30MacHOCTH.

- BHyTpeHHre OP]] 3aka3umka B uacTu obecrieueHrst HHHOPMAI[IOHHOW 06e30MacHOCTH,

TpefioCcTaB/IeHHble 3aKa3YMKOM B COOTBeTCTBUM C II. 8.1 T3.
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- peanu3alysi, COBMECTHO CO CreliaaucTaMu 3akas3uMka, u3MeHeHUd KoHourypauuii VIC, B
coorBercTBuU C IIIIP, cornmacoBaHHBIMUA B paMKax II. 5, B COOTBETCTBUM C IIPOLECCOM YIIPaBJ/IeHUS
M3MeHeHUsIMU 3aka3uMka. [1oroToBKa pe3y/ibTHPYIOLero J0KyMeHTa — 0T4eT 00 OKa3aHUM yCIyT.

- MpOBeJieHre CPaBHUTEJbHOIO0 MHCTPYMEHTA/JbHOIO aHajiu3a yYpOBHS 3allUILIeHHOCTU [0 U
rocJie peasiv3aluy u3MeHeHu# KoHurypaimii UC, a UMeHHO:

- 0asoBoe ckaHMpoBaHMe ucxofgHoro coctosiHusi VIC (cpefcTBO MHCTPYMEHTa/IbHOTO
CKaHMPOBAHUs COTTIACyeTcs ¢ 3aKa3uMKoM Ha 3Tarie OOcie0BaHus);

- KOHTpOJIbHOe cKaHupoBaHue VIC, rocie NpuMeHeHYsl U3MeHeHul;

- CpaBHUTe/IbHBIM aHaau3 pe3y/lbTaTOB CKAaHUPOBaHUS C MOArOTOBKOW — OTueTa IO
pe3ysbTaTam oOKa3zaHusi ycayrd no kaxzou WC. Otyer [o/mKeH TOATBEPAUTH

UCroiHeHHe Bcex TpeboBanmii UT3.

4. I'paHunbl 0OKa3aHUA YCIyr
ITepeuens MC 3aka3uuka, BK/IIOUEHHBIX B PDAMKU OKas3aHUA YCUIYL, U UX XapaKTepPUCTUKU
nipuBeZieHbl B Tabnure 1.

Tabnuiia 1. [Tepeuens MC 3aka3urika, BK/IFOUEHHBIX B PAMKH OKa3aHUS YC/IyT

Ne HaumenoBanue IC KonunuecTtBo KonuuectBo

n/n arnrmapaTHbIX BUPTYaJ/IbHbIX
CepBepoB CepBepoB

1. | Cny»x6a KaTaynoros 9 9

CucTeMsl SIBJISIFOTCS LJeHTPa/IU30BaHHbIMU.

B pamkax okasaHusi yciayru BxoguT co3fanue UT3 (o ogHomy UT3 Ha kaxayto VC) u [P
(xomuuectBo TITTP 3aBHMCUT OT XapakTepa IJIaHUPyeMbIX H3MeHeHWW KOH(UTrypaluii U MOXeT
BapbUPOBaThCs /151 Kaxkzol VIC B 3aBUCUMOCTH OT TEXHUUYECKOH HeOOXOAUMOCTH).

[Tepeuenb pa3pabaTbiBaeMbIX B paMKaX yCIyTH JJOKYMeHTOB TipuBeZieH B Tab1.2.

Tabmmia 2. [TepeueHb pa3pabaTbiBaeMbIX JOKYMEHTOB

No HaumeHoBaHue pa3pabaTbiBaeMbIX JJOKYMEHTOB
n/n
1. | Otuet 06 06c/ief0BaHMM (BK/TIOUAET repedeHb 00c/ieoBaHHOTO 0bopyaoBanus v [10, obiyto
WH(OPMAIMIO ¥ apXUTEKTYPY, BO3MOXHOCTH YHUGHKALN, KOHOUTYPAL[i KOMIIOHEHTOB U
OLIeHKY 3alMILIeHHOCTH)

YacTHbIe TeXHUUECKHe 3aJaHUsI

[11aHbI IPOU3BOACTBA paboT

[lopoxkHasi KapTa U3MeHeHU1

OtyeT TO pe3y/ibTaTaM OKa3aHWsl YCAYTH C OINMCAHWEM pealr30BaHHBIX WM3MeHeHWH |
CPaBHUTE/IbHBIM aHAIM30M

IIpesenHTarus

A Eal R

o
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[TpoBefieHMe HM3MeHeHW Ha CMeXHbIX WH(GOPMAI[MOHHBIX U UH(PaCTPYKTYPHBIX CUCTeMaX B
pPaMKM OKa3aHWs yCJAyrd He BXOAuT. PaboTel 10 H3MeHeHWIO KOH(Urypauyu orpaHuueHbl
koH¢urypaueit camux MC u OC, Ha KOTOPbIX OHU (YHKLUHUOHUDYIOT. B ciydae oOHapy>xeHUs
KPUTHUECKUX HeI0CTAaTKOB KOH(MUTypal[iii CMe)XHBIX CUCTeM, peKOMeHZAIIUU TI0 UX KOPPEKTHUPOBKe

BK/TtouaroTcs VicosHuteneM B OTueT 06 00C/1e0BaHHH.

5. Cocras, cogepxanue 1 onMcanue YcCiyr
VcriosmHuTeNs 00513aH OKas3aTh YC/IYTH B COCTaBe U 00beMe, yka3aHHOM B Tabn. 3.

Tabsnuria 3. CocTaB, cofiep)KaHue U ONMCcaHue YCIyT

Ne HavmeHoBaHue Cocras Yciayr OtyeTHas JOKyMeHTaLsl

n/m Ycnyru

1. [ToBbiienne yposHs | 1.1 IlpeaBapuTensHOe 1. OtueT 06 06c/IeOBaHUHT
3al[UIIIeHHOCTH obceroBaHHe
TeXHUYe CKHUX v | 1.2 Pa3pabotka UT3 u IITP 1. JoporkHasi KapTa U3MeHeHUI
MPOrpaMMHBIX 2.49T3 (no 1 (ogromy) UT3 Ha
CpeiCcTB B 4acCTH Kaxayto 1C)
MH(PPaCTPyKTYPHBIX 3. IIIIP (He meHee 1 (ogHOTrO)
CepBHUCOB 5 [1ITP Ha kaxzayw UC)
MH(OPMAaLIMOHHBIX 1.3 Peanu3anyst u3MeHeHUH -
CHUCTEM 1.4 TTogroToBKa OTUETHBIX 1. Ortuer 1O pe3yabraram

JIOKYMEHTOB OKa3aHus yCIyTu
2. Tlpe3eHTanys

O6cneoBaHue (JOKYMeHTalbHOE W WHCTPYMEHTa/lbHOE) MPOBOAWUTCS Ans Kakzaou MC Ha
npe/iMeT ysi3BUMOCTeH, pe3y/bTaThl BK/IoUatoTcst B OTyeT 06 06c/ie[0BaHUM.

ITo pe3synbraTam 00C/Ie0BaHUS M aHAIM3a apXUTEKTYPbl peaan3alud, VcronHuTenb co3gaeT
YT3 Ha kaxxayto u3z VC, [TopoxkHyto KapTy uamenenuii u [1I1P asist ipoBeseHyst paboT 1Mo U3MeHeHHUIO
KOH(UrypaLum.

HOo u mocne mipuMmeHeHUWs] u3MeHeHuit B VMIC HeoOXOAMMO TPOBECTH HWHCTPyMeHTabHOe
ckanupoBanue JVC Ha mnpeAMeT yg3BUMOCTeM IPOrpaMMHBIMU CpPe[CTBAMM CKaHWPOBAHWS,
cornacoBaHHbIMU 3aka3unkoM (MaxPatrol, XSpider u T.11.), ¢ MOArOTOBKOM (haii-0TueToB.

Ha ocHoBaHuM pa3paboTaHHBIX U COIVIacOBaHHBIX 3aka3urkoM I1TIP VcronHuTe/b COBMECTHO
C COMpoBOXJeHHeM paboTHUKa OTjesa MH(OPMALMOHHOM 0e30MacHOCTH U KCIEPTOB 3akKasurKa
MIPOBOAUT KOH(PUTrYpaLIMOHHbIE U3MEHEHUsI B COOTBETCTBUU C perlaMeHTOM M3MeHeHUi 3aka3uuka 1

¢buKCUpyeT MoyTyueHHbI pe3ysbTar.

6. TpeGoBaHMA K 0TYETHOCTH
6.1 B pamkax mpezmoctaBnenuss Yciayr McronHuTens pa3pabaTbiBaeT U TIPeAOCTaB/sieT

3aKa3‘H/IKy d1eJyRIyrO OTUETHOCTD:
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- orueT 06 006C/Ie[0BaHUM — BKJTFOUAst Pe3y/IbTaThl JIOKYMEHTaTbHOTO U MHCTPYMEHTA/TBHOTO
obcenoBaHMS;

- [IOpO’KHasl KapTa pUMeHeHus1 U3MeHeHU;

- kommiekT UT3 (1 wt. YT3 B cocTaBe KOMIJIEKTA);

- komruiekT [1I1P (He menee 1 wt. IITIP B cocTaBe KOMIIIEKTA);

- OTYeT IO pe3yJ/bTaTaM OKa3aHWs yCJIyTY — BK/IFOUask ONMCaHKe pealn30BaHHbIX U3MeHeHU!
KOH(UIypaLyi U CpPaBHUTE/IbHBIM aHa/IM30M YPOBHS 3allUThI;

- [pe3eHTaLUs.

6.2 Bcsi oTueTHasi [JOKyMeHTaLusi TipefocTaBisieTcsi 1o ¢opme McronHurtens W

Harpas/sieTCsl 3aKasuuKy /I COIVIaCOBAHWs [0 Jarhbl 3aBepLUeHus II0f3Tara OKa3aHWs YCIyIU.

[lokyMeHTa1us IpeA0CTaB/IsIeTCsl B TIeYaTHOM U 37IeKTPOHHOM dopMe.

7. Cpoxu oka3aHusi YCIyr
[Hara Hauasna okasaHus Ycouyr — 18.11.2026
[uTenbHOCTD OKa3aHus YoiyT — 22 (aBaiath ABa) pabouux [JHS, HO He ro3aHee 18.12.2026 1.
[MTo3TarHasi A/IMTeIbHOCTh YCIyT nprBefieHa B Tabr. 4

Tabnuiia 4. [TosTarHas AJIUTeNbHOCTb YCIyT

Ne HaumenoBaHue Cocras Ycnyr [Hata Hauana Hata
n/n Ycnyr rogaTaria 3aBeplLUeHUs
rojarara
1. IMoebiierane ypoeHsi | 1.1 TlpeaBapuTensHOe 00CejoBaHEe 18.11.2026 23.11.2026
3alLUIeHHOCTU
TeXHIIe CKUX u | 1.2 Paspabotka UT3, [lopoxxHoi 24.11.2026 27.11.2026
TIPOrpaMMHBIX Kapre! 1 ITT1P
cpescTe B vactu | 1.3 Peanusaniis usmeHeHHit 30.11.2026 11.12.2026
WH(PaCTPYKTYPHBIX
CEepBHCOB u | 1.4 TloaroToBka OTY€THBIX
MH(POPMALOHHBIX AOKyMEHTOB 14.12.2026 18.12.2026
CUCTEM

8. TpeOoBaHusI K MOPSAKY OKa3aHUs YC/IyrT
8.1 3aka3uuk B TeueHue 2 (AByx) pabouux [Hel TmOCle Hayana OKasaHWs YCIyT
npeZloCTaB/IsieT 10 3arnpocy VIcromHuTens ciaeyroLyo HHGOpMaLIO:
- TIPOEKTHYIO M 3KCIUTyaTaljMOHHYI0 AoKyMeHTauuo 1o MC (npy Hannumm);
- komrutektel OP/I B yactu obecrieueHust ”HPOpMaLIMOHHOM Oe301acHOCTY;
- xommulekTel OPJl (B TOM uMc/e periaMeHTBI) B YaCTW IpoLiecca YIpaB/ieHUs
H3MeHeHUsIMU (TIPYU HaJTUUKK);
- OTYeTsl 10 pe3y/bTaraM MoCc/e/IHero (aKTyaJbHOI0) ayuTa/eHTecTa;

- KOHTJAKTBI OTBETCTBEHHBIX pa6OTHI/IKOB, BK/IIOUEHHBIX B pa6oqy}0 rpyIiIny.
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8.2 3aKa3uMK Ha BpeMsi OKa3aHusl YCiayr obecrieurBaeT co3faHue W (QDYHKLIMOHUPOBaHHUE
Paboueii rpynmbl, BK/IIOUarOIeil B cebs:

- pabOTHUKOB, OTBETCTBEHHbIX 3a JKcrutyatarmio MC (kak co cropoHel WT-
roZipas/ie/ieHui, Tak U co CTOpoHbI MIB-nofpa3zaesnenuil), UMerIUX aIMUHUCTPATHBHbIE ITpaBa
pocrymna B IC u/unu rpaBa corniacoBaHus IpoBe/ieHus u3MeHeHU kKoHuryparuii NC;

- paboTHUKa oTAena WHGOPMALIMOHHOM 6Ge30racHOCTH, 00/1a/jatoIlero MoJIHOMOUUSIMU
COTIPOBOX/IeHUs paboT 10 n3MeHeHUt0 KoHurypauui 1C;

- Kyparopa YC/JIyTd CO CTOPOHbI 3aKa3uuKa;

- CepBUC-MeHeJpkepa CO CTOpOHbI VcrionHuTers;

- 3KCIIepTOB CO CTOPOHBI VcrnionHuTens.

8.3 Ha orare mpoBeznenust obciemoBanuss MC 3aka3uuk obOecrieurBaeT BO3MOKHOCTB
TIPOBe/IeHUs yAaeHHbIX CoO0eceoBaHUM ¢ pabOTHUKaMK 3aKa3urKa, UMEIOIMMH aZIMUHHACTPAaTUBHbIE
npaBa fgoctyna B VC anst cbopa mHbopmarum o Tekyieit koHpuryparuu VIC 1 ocobeHHOCTSIX ee
9KCIUTyaTalliH, a TakKXe TIPOBeleHUsI UTHCTPYMEeHTa/IbHOro 00c/ie/I0BaHusI.

8.4 3akazuumk obecrieurBaeT TmpefOCTaB/ieHre VICTIOMHUTEMO YyJaJeHHOTO [OCTyrla B
COOTBETCTBUM C TPOLIeAYypOUM «YTipaBlieHHWe [AOCTYNaMd U TIOJTHOMOUMSIMU B WH(GOPMAal[MOHHBIX
cucremax [TAO «Poccetu Lentp» u ITAO «Poccetu Llentp u [IpuBosmkee» PI' [TA BIT 15/07-08/2022
[uisi obecrieueHUsi BOSMOXKHOCTe TpoBefieHus1 paboT 1o u3MeHeHUI0 KoHGurypatmii VIC (cornacHo
cornacoBanHbM [1T1P) 1 mpoBejeHNst ”THCTPYMEHTA/ILHOTO 00C/Ie/I0BaHuSI.

8.5  TIlpoBemeHne WHCTPYMEHTA/NBHOTO OOCTEOBAaHMS TIPOBOJUTCS TIPU  YCJIOBUU
TIpe/IoCTaB/IeHus 3aKa3uMKOM TTHCbMa-COT/Iacusi Ha TIpoBeZieHre paboT, cozepkaliero nepeueHs IP-
a/pecoB BHEILIHETo CeTeBOro rnepumMeTpa (Mpy HaJIMUMK) U BHYTPEHHUX CeTeBbIX 00bEKTOB.

8.6 VcnioHUTe b, B Lie/IIX UCK/IFOUeHUs] HeTaTUBHOT'O B/IMSIHUSL M3MeHeHU KOHGUTypaLuii
Ha CepBUCbl 3aka3uvka, Ha orane cosgaHusa I[IIIP mnpoBoguT TecTUpoBaHUe IpejjaraeMbIX
KoH(uUrypaiuit Ha cTeHzie (TeCTOBOM KOHTYpe) 3aKa3uMKa.

[Tpu stom IITP B 06s13aTe/IbHOM TOPSIIKe O/DKeH BK/IHOUYATh B ce0si cieytoLiue pa3zerbl:

- 3TAlHOCTb BHECEHUs1 KOH(UTYpal[MOHHbIX U3MeHeHUH;

- TectrpoBaHue paborocriocobHoctu VC;

- TJIaH oTKara udmeHenuu VC.

8.7 Bpemsi mpoBezieHust pabot 1o cornacoBadHbiM [P coracyeTcst ¢ 3aKa3urKoM.

8.8 IIpu co3panum IITIP WcrnomHutenb [OO/DKEH OPUEHTHPOBATbCd HAa MWHUMMK3ALUIO
BpeMeHH MoTeHLuanbHoro rnpocros MC.

8.9  Pabotbl 1o n3MeHeHUI0 KoH¢urypauuii VIC nmpoBoAsSTCS B COOTBETCTBUM U 00BbeMeE C
cornacoBaHHbIMU 3aka3uukom UT3 u III1P, ¢ corpoBoieHHeM 3KCIepToB 3aka3uhkKa U paboTHUKa

oTzena nHGOpPMaIIMOHHOM 06e30macHOCTH. 3aKa3uuK obecrieurBaeT BOSMOXKHOCTh YUaCTHsI SKCTIEPTOB
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3aka3uMka M paboTHHKa OTAena WHPOPMALMOHHOW 0e30MacHOCTH TIpU TpOBeJeHud paboT 1o
M3MeHeHUI0 KOH(UTypaly.

8.10 [lns oLleHKM M3MeHeHUi, pealM30BaHHbIX B MPOLieCCe OKa3aHUsl YCIIYT, UCTIOIb3YHOTCS
pe3y/ibTaThl MHCTPYMEHTA/ILHOTO 00c/ienoBaHusi. MIHCTpyMeHTa/bHOE 00C/IejoBaHHe TIPOBOAUTCS
VcriosiHUTE/IEM B [[Ba 3Tara: MepBbiii — B paMKaXx MpeABapUTe/IbHOT0 00C/Ie0BaHus], BTOPOM — TOC/Ie
3aBeplleHUs TIpOBeJleHUss u3MeHeHuM KoHburypauuii WC. WHcTpymeHTanbHOe o06c/efoBaHre
TIPOBOJIMTCSl CPeACTBaMM CKaHWpoBaHUs 3akazumka: MaxPatrol VM, Kaspersky Security Centre,
yrunura AVZ.

8.11 TIlo pe3ynbTatam BHeZpeHUs u3MeHeHU KoHpurypaiuii UC v oAroTOBKY OTYeTa Tio
pesy/bTaraMm OKa3aHWs yciayru VcrnonHuTesnb Takke roToBUT IIpeseHTtanyto. Pesysbrarhl oKa3aHUs

yCQIyTH OO/KHbBI OBITH mpeaoCTaB/IEHbI 3aKa3qHKy B pPaMKax OTAEHBHOﬁ BCTpeYH.

9 TpeboBaHusi mo uHGpOPMaLMOHHON 6€30MacHOCTH

9.1 Hoctyn coTpyAHUKOB VcriosiHUTe IS B HoMeleHUs 3aka3uuka v K ero U'T-uHdpacTpykType
OCYLLeCTBJ/ISIeTCSI CTPOrO M0 TpeiBapUTe/IbHBIM 3asiBKaM U B COrJIaCOBaHHbIE TEXHOJIOTUUeCKUe OKHa.

9.2 Bce perictBUs cieniuanucToB VlcnomHuTeNs B cucTeMax 3aka3uuKa JOJDKHBI BBIMTOTHATHCS
10J, WMEHHbIMHM (TepCOHU(UIIMPOBAHHBIMM) YUETHBIMH 3alUCIMH. VICIo/b30BaHWE — OOLUX
(pa3pesisieMbiX) yUeTHBIX 3alliCel 3arpelLeHo.

9.3 Tlpu HeoOXOJUMOCTH yJaneHHOro gAocTyrna McrnomHuTens 00si3aH  WCTIOMb30BaTh
WCK/TIOUUTE/TbHO TIpeZioCTaB/ieHHble 3aka3uuMkoM 3amiuiieHHble KaHanbl (VPN) c ob6si3aTesbHOU
nByx(dakTopHoii ayreHTuduKauuedi (2FA). Bce ceccuu yaaseHHOTO KOHTPOJS —TOZJiexaT
00s13aTe/IbHOM 3alMCU U ayAUTy CO CTOPOHBI 3aKa3uKKa.

9.4 MobusbHBIE YCTPOMCTBA U HOYTOYKU VICTIO/THUTE IS, TOAK/TF0UaeMble K TeXHOJIOTHUeCKOMY
KOHTYpY 3aka3uuKa, [AO/DKHbl TPOWTH MPOBEPKY Ha OTCYTCTBHe BpefoHOcHOro I10, wumets

yCTaHOBJIEHHbIe aKTyasbHble 00HOBIeHUs1 OC U cepTUGUIMPOBaHHOe aHTUBHPYCHOe T10.

10 IlepeyeHb PYKOBOAAIUX HOPMAaTUBHBIX U MPABOBbIX JOKYMEHTOB
- ®depepanbHbIii 3aK0H 0T 27 utosist 2006 roga Ne 149-d3 «O6 nHpopmanyy, HHPOPMALMOHHBIX
TEXHOJIOTUSIX U O 3alljuTe UHPOPMaLU»;
- ®enepanbHbiil 3akoH OT 26 uronst 2017 roma Ne 187-@3 «O 6e30macHOCTH KPUTUUECKON
vHbopMalMoHHOM UHPpacTpyKTyphl Poccuiickoit ®efepatiyin»;
- Yka3 Ilpesugenta Poccuiickori ®@epepatmu ot 30 mapra 2022 roga Ne 166 «O mepax 1o
00ecrieueHHI0  TEXHOJIOTMYECKOW  HE3aBUCMMOCTH WM 0e307MacCHOCTH  KPUTHYeCKOH

vHdopmalmoHHOW UHPpacTPyKTYphl Poccuiickoit Penepaiiyiny;
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- Tlpuka3z ®CTIK Poccum ot 21 gekabpsi 2017 roga Ne 235 «O6 yTBep>xaennu TpeboBaHuii K
CO37laHuI0 cHucTeM 0e30MacHOCTH 3HAUMMBIX OOBEKTOB KPUTHMUECKON WH(OpMalMOHHOMN
uHdpacTpykTyphl Poccutickoii ®enepariyy 1 obecrieueH|I0 UxX QyHKIMOHUPOBAHMS»;

- Tlpuka3z ®CTOK Poccum ot 25 nekabpst 2017 roga Ne 239 «O6 yrBep>kaennu TpeboBaHuii 1o
obecrieueHr0  0€30MAaCHOCTH  3HAUMMBIX OOBEKTOB KPUTHUECKOM WH(POPMaIlMOHHOW
rvHdpacTpykTyphl Poccuiickoli @efepaliin»;

- Meroguueckuii  okymeHT «MeTofuKa OLIEHKHM Yyrpo3 0e30macHOCTH  HHGOpMAarn»
(yrBepxkgeH ®CTOK Poccuu 5 despasns 2021 roza);

- Meroguueckuii  1O0KymMeHT «Mepbl  3amUThl  MH(pOpPMALMM B  TOCYZapCTBEHHBIX
MH(OPMaIMOHHBIX cucTeMax», yTBepKeHHbIN @CTIK Poccuu 11 ¢epans 2014 roaa;

- TOCT P 51275-2006 «3amura wuHpopMarmu. OObeKT aBromatw3auuu. DakTopbl,
BO3/eiiCTByOIMe Ha nHpopMaruto. OOIIre MOIoKeH sI»;

- TOCT P 159853-2021 «WMHdopmalioHHble TexHOMOrMM. KoMIleKc CTaHAapTOB Ha
aBTOMaTU3UPOBaHHbIe CUCTeMbl. ABTOMaTU3UpPOBaHHble CUCTeMbl. TepMUHBI U ONpe/ie/IeHus»;

- T'OCT P MCO/M3K 27001-2021 «WHbopmauoHHass TexHosnorus. MeToAbl M CpejCcTBa
obecrieuenrsi Oe3omacHocTH. CHCTeMbl MeHeI)KMeHTa HWH(GOPMAIL[MOHHOM 06e30MacHOCTH.

TpeboBaHusI».

11 TpeOoBaHusI M0 00ecreueHNI0 pe)KuMa KOH(pH/IeHHATbHOCTH

11.1 Mo Hauasma BbIMOJIHEHUs pabOT W TpeAOCTaBIeHUs JOCTYNoB VcronmHuTenb 00s3aH
nojnucars ¢ 3akasuvkoM CorvialieHye 0 HepasrylallleHMM KOHUAeHMaIbHOM HH(popMaruu (NDA).

11.2 WcnosHuTenb HeceT TOJHYH IOPUAWYECKYH0 U (DMHAHCOBYHO OTBETCTBEHHOCTb 3a
JleMCTBUS CBOEro TNepCoHasa, BK/IoUas pasriialleHre KOMMepUYeCKOW TalHbl, IepCOHAa/IbHbBIX JaHHbIX
WY BHYTpeHHel nHdopMaru 3aka3urka.

11.3 Bce cotpyaHuKM VcriomHUTE NS JO/DKHBI ObITH 1107}, POCIIMCH 03HAKOMJIEHBI C JIOKa/IbHBIMU
HOPDMaTHMBHBIMHU aKTaMM 3aka3urka B obsactu Vb nepep fomyckoM K MHGOPMALMOHHBIM CUCTEMaM U

MH(PaCTPyKTYPHBIM CepBUCaM.

12 TpeboBanusi K criosTHUTE/TIO

12.1 «Vcrnonautensb B TedeHHe 3 (Tpex) paboumx AHeH C AaThl 3aK/IoueHus JJoropopa o0sizaH
NpeloCTaBUTh 3aKa3uuKy oQULMaabHOe MoATBep)KieHue (aBTOpH3al{OHHOe MTUCbMO/CepTU(UKAT) OT
npousBogureneii I10 (AO «JTaboparopusi Kacniepckoro», OO0 «Kubeprportekr», OO0 «OPVIOH»),
TIOATBEp>KJatolllee paBo VIcromHuTesIsE 0Ka3biBaTh YC/IYTH 110 HACTPOMKE U TeXHUUeCKOU TMo/IepyKKe

ganHoro ITO Ha o0beKTax 3aka3uuKa».
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12.2 VcnonHWTeNb JO/DKEH UMEThb JeHCTBYHOIIYIO ulleH3ut0 PenepanbHON CTy>KObI TI0
TEXHAYECKOMY U 3KCHopTHOMY KoHTposto (PCTOK Poccum) Ha [eATenbHOCTb MO TeXHHUYECKOU
3a1uTe KOHGUAeHI[MaIbHOM MHhOpMaLUU, BKIHOYast:

- KOHTPOJTb 3alLULLeHHOCTH KOH(UIeHI[MaTbHON vHbopMaluu oT
HeCaHKIIMOHUPOBAaHHOTO ZIOCTYTIa U ee MOAU(PUKAIIMM B CPe/ICTBAX U CUCTeMaX WHGOpMaTU3aliuu;

- YCTaHOBKA, MOHTaX, WCIIbITAHWS, DPEMOHT CpeJCTB 3aluThl HH(pOpMaLu
(mporpamMMHbIX  (TIPOrpaMMHO-TEXHUUECKUX) CPeACTB  3alluThl MHGOpMALUM, 3all[UIleHHbIX
MPOTPAaMMHBIX  (TIPOrPaMMHO-TEXHHUECKHUX) CPeJCTB 00pabOTKM WH(OPMAI[UH, TPOrPaMMHBIX

(MporpaMMHO-TeXHUYECKUX) CPeJCTB KOHTPOJIA 3alMIeHHOCTH MH(OPMAaLUH).

13. Mepsl 110 nIpeoCTaB/ICHUI0 HALIMOHA/ILHOI'0 pe)XuMa.
OcHoBanue: nocraHossieHre [IpaButensctBa Poccuiickoit ®@eneparuu ot 23.12.2024 Ne 1875
«O Mepax Mo MpefoCTaBAeHUI0 HALMOHA/TBHOTO De)KHMMa IpPU OCYLeCTBeHUH 3aKyIlOK TOBApOB,
pabort, yciyr asst obecrieueHusi TOCYIapCTBeHHBIX ¥ MYHULIMTIAIBbHBIX HY>K[], 3aKYTIOK TOBapoB, paboT,

yCIIYT OT[ebHBIMU BUIAMU FOPUANUE CKUX JIAL.

[IpegocTaByieHre HaLMOHA/IBHOTO pexkruma B cooTBeTCcTBUU C [T 1875 ot 23.12.2024.

Mepa mnpuMeHeHUs HallMOHAJbHOIO peXXWMa (3arpeT, OrpaHvuyeHue,
OKI1J 2

NIperMyLeCcTBO)
62.02.30.000 He npumensiercs™

*3arnper 1o ctpoke 146 Ilpunoxenusi Nel mocrtaHoBnenusi [IpaButenbctBa Poccurickon
®enepauuu ot 23.12.2024 Ne 1875 ycraHaB/ivBaeTcsi B OTHOIIeHUM [IporpamMm st 3/1€KTPOHHOM
BBIUMC/IUTE/IbHOM MallMHbl ¥ (W) 06a3 jJaHHbIX. Hacrosirasi 3akyrika TPOBOAWTCS Ha IPaBO
3ak/ioueHust [1oroBopa Ha OKa3aHue YC/IyT T10 yIipaB/ieHuto U(PPOBLIM cieloM. B paMkax HacTosiiei
3aKyTIOYHOU Tipoliefyphl [IporpamMMel AJisi 3/1IeKTPOHHOW BBIUMC/IUTEbHONW MaIvHbl U (1n) 6a3bl

AdHHBIX HE 3aKYIIdHOTCA.



